Practice Reporting Committee 
Minutes
	Date:  Tuesday 9/27/16 
	
	Start/End Time:  8:00 – 9:30 am  

	Location:  RIQI 50 Holden Street, Providence RI (Washington)
	
	Call in number: 508-856-8222   Code: 2525      (Host: 2116)
Go to Meeting: https://global.gotomeeting.com/join/590765461

	Meeting Information:
	
	CSI Management and Speakers

	Meeting Purpose/Objective: 
Best practice sharing amongst for Practice Reporting and Performance Improvement 

Attachment: 
NetCenergy HIPAA Compliance PowerPoint 
2016 Learning Collaborative Flyer 
NCQA 2017 draft reporting requirements “PCMH Recognition Re-design: Annual Reporting Requirements to Sustain Recognition” 






	
	Patty Kelly-Flis Co-Chair
Andrea Galgay Co-Chair 
Marie Sarrasin, RIQI
Donald Nokes, NetCenergy
Tom King, NetCenergy
Jonathon Mudge, BVCHC
Kimberly St. Jean, CCMA
Jillian Sanchez, BCBSRI
Caitlyn Towey, Brown PCTI
Lanette Burke, RIDOH
Lauren Morton, BCBSRI
Melissa Deluca, MARI
James Cipriano, Southcoast
Ashley Fishback, RIQI
Cynthia Souther, Thundermist
Marna Heck-Jones, Lifespan


	Susanne Campbell, CTC 
Candice Brown, CTC
Lynda Greene, WRHS
Pam Costello, Integra
Jessica Nadeau, UM
Andrea Leon, FCC/IMC
Solmaz Behtash, RI-IMPs
Lois Teitz, CCAP
Raquel de Cardenas, UIM
C. Carpenter, CNE Primary Care
Neerja Sud, IMP
Sue Dettling, RIQI
Suzanne Herzberg, Brown
Michele Wolfsberg, Tufts Health Plan
Tim Messitt, Ocean State Medical
Louisa P. Jones, Lifespan



	




	
	
	
	
	



	#
	Owner / Time 
	Comments

	1
	Patty Kelly-Flis 
Andrea Galgay  
PR co-chairs 
5 minutes 
	Welcome
· Introductions
· Review agenda


	2.    
	Donald Nokes
Tom  King 
NetCenergy
60 minutes 
	HIPAA Security Risk Assessment


· HIPAA is 20 years old
· HealthIT.gov offers self-guided assessments
· Assessments must cover 3 safeguards
· Administrative
· Accurate Documentation – if you did not document process and procedures, it was never done
· Physical
· Leaving data on computer screen and walking away
· Technical 
· Operating System updates
· In June 2016, Rhode Island passed the most strict regulation for Breach Notifications in the nation
· An organization must be a covered entity if they transmit Personal Health Information (PHI)
· Security Risk Analysis relates to Office procedures and how your data is accessed
· Not solely dependent on EHR vendor 
· New RI law requires that all organizations that transmit PHI must complete a Risk Assessment
· Willful Neglect occurs when an audit is completed, the organization is aware of their gaps but still do nothing to correct the issues identified
· The most commonly neglected Corrective Action Plan (CAP) Requirement that results in paid fines is “Conduct Risk Analysis / Establish Risk Management Process”
· SCAP = Security Content Automation Protocol 
· Documentation (i.e. remediation reports) should be in the same format used by the auditors for an easier audit experience
· Site Inspections
· The auditor will first experience your onsite security
· Ensure there is a sign-in sheet for non-patients for creating a track log of site visitors 
· To locate potential cause of breach
· Identified Deficiencies
· After an assessment has been completed, the gap report is prioritized and broken down into 4 Quarters
· All deficiencies do not have to be completed, but progress for quarterly improvement is expected by auditors 
· Begin with highest priorities first
· NIST = National Institute of Standards & Technology
· D-R Plan = Disaster Recovery Plan
· NetCenergy – General Cost and Time of Experience
· Cost – range $2500 for single site, more for multi-site practices with different EHRs
· Time – generally a couple weeks to complete from start to finish
· Dependent on complexity and techniques being used
· Lynn Friedman will be hosting a webinar on Friday, October 19th from 7:30AM – 9AM


	3
	Andrea Galgay
Susanne Campbell 
10 minutes

	NCQA Draft Annual Report Requirements for 2017
· What is coming down the pike?
· Special recognition regarding BH and Psycho Social determinants 

	4
	Patty Kelly-Flis
Andrea Galgay
10 minutes 
		
Susanne 
	OHIC Quality Measures and Cost Management Strategies Cost Containment: due to OHIC 10/15
· Baseline Quality  Measures and Attestation
· Email sent out by Marie last night to PRC Distribution List – please respond to Marie 
· If completed, get in Cost Management Survey to OHIC as soon as possible – Oct 15th is a Saturday – so possible
to submit on Monday, Oct 17th 
· Q3 Measures will be submitted to both OHIC and RIQI/RIPCPC as normal
· The CTC newsletter will contain OHIC website links for submission of measures  
· Practice Payment Information
· For CTC Practices – the CTC payment supersedes Payers Payment
· Practices Leaving CTC
· will receive payment directly from Payers, or 
· will have payment funneled through ACO – must talk to ACO Leadership
· Advanced Practices as of end of June 2016 do not have to report to CTC anymore – their data will be gone from
Portal
· Only MAPCP Practices will be receiving payment through end of the year
· Practices will only be held to 80% of Year 1 OHIC Requirement – according to where you are right now
· Example: Year 3 Practice will answer where they are now under Year 1





	 5
	Susanne Campbell 
5 minutes 
	2016 CTC Learning Collaborative 
· 206 people have registered to date
https://www.eventbrite.com/e/2016-ctc-ri-annual-learning-collaborative-advancing-primary-care-practicing-with-value-tickets-26471924238 


	6
	Andrea 
Patty 
5 minutes 
	Next meeting: 10/25/16 at RIQI 8AM to 9:30AM 
· [bookmark: _GoBack]There will be a PCMH-Kids meeting from 7:30AM – 8AM

	
	
	



ACTION ITEM LOG
	Added
	Ref. #
	Assignee
	Action /Status
	Due
	Closed

	9/27
	1
	Andrea Galgay
	Contact Cory King to regarding ability to save survey prior to full completion 
	
	

	
	
	
	
	
	



3

image1.emf



NetCenergy HIPAA  
Compliance 


HIPAA Security Risk Assessments 







Agenda / Table of Contents 


1 


What is a Security 
Risk Assessment? 


2 


What are the 
requirements?  


3 


What is required of 
a compliant Risk 


Assessment 


4 


Next steps 







CONFIDENTIAL 3 


Health Risk Assessment 
 


What is a Risk Assessment? 
The Health Insurance Portability and Accountability Act (HIPAA) 
Security Rule requires that covered entities conduct a risk assessment 
of their healthcare organization. The process includes a thorough 
assessment of health care record handling processes to insure the 
security of patient data. 


Why is it required? 
A risk assessment helps your organization ensure it is compliant with 
HIPAA’s administrative, physical, and technical safeguards. A risk 
assessment also helps reveal areas where your organization’s 
protected health information (PHI) could be at risk.  
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Omnibus Law Effective 
3/27/2013 
 


What are HIPAA Covered Entities and Business Associates required to do? 


By February 18, 2010, among other things, all Covered Entities and Business Associates 
must do the following… 


• Comply with HIPAA’s Security Rule - Implement specific policies & procedures; and implement 
physical, administrative, and technical safeguards to protect medical data. 


• Follow HIPAA’s Privacy Rule – Protect medical data from misuse; and follow the terms of new or 
existing Business Associate contracts 


• Train all employees on HIPAA Security – Employees must be trained to provide the strongest 
protections to medical data and proof of training must be maintained. 


• Provide “Breach Notifications” if Medical Data is Compromised or Lost – Covered entities must 
comply with breach notification rules and Business Associates must promptly notify their medical 
entity partners – and in some cases, patients – if medical data in their possession is compromised 
or lost. 


• Other Requirements Also Apply – This is not a comprehensive list. These items are only a portion 
of what Covered Entities and Business Associates must do to comply. 
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A Covered Entity is one of the following:  


A Health Care Provider A Health Plan A Health Care 
Clearinghouse 


This includes providers 
such as: 
•Doctors 
•Clinics 
•Psychologists 
•Dentists 
•Chiropractors 
•Nursing Homes 
•Pharmacies 
...but only if they transmit 
any information in an 
electronic form in 
connection with a 
transaction for which HHS 
has adopted a standard. 


This includes: 
•Health insurance 
companies 
•HMOs 
•Company health plans 
•Government programs 
that pay for health care, 
such as Medicare, 
Medicaid, and the military 
and veterans health care 
programs 


This includes entities that 
process nonstandard 
health information they 
receive from another 
entity into a standard (i.e., 
standard electronic 
format or data content), 
or vice versa. 







CONFIDENTIAL 6 


https://www.healthit.gov/providers-professionals/top-10-myths-security-risk-analysis 
 



https://www.healthit.gov/providers-professionals/top-10-myths-security-risk-analysis
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Security Risk Assessment Assessment must be performed annually and  
Is only required Once  when a major change occurs to the practice 
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OCR Risk Assessment 
Requirements  


1. Scope of the Analysis 


2. Data Collection 


3. Identify and Document Potential Threats 


4. Assess Current Security Measures 


5. Determine the Likelihood of Threat 


6. Determine the Potential Impact of Threat Occurrence 


7. Determine the Level of Risk 


8. Finalize Documentation 


9. Periodic Review and Updates to the Risk Assessment 
Source: http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidance.html 


 



http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidance.html
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Willful Neglect Penalties 


SRA puts you on the path to “Reasonable Diligence” 
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The Audits are here! 
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It’s Not Just the Audits! 
It’s the Fines that have been Assessed! 
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How it Works – HIPAA 
Security Compliance 
• Three types of input to a HIPAA risk assessment: 


– Administrative Safeguards -164.308 
– Physical Safeguards -164.310 
– Technical Controls – 164.312 
Accurate Documentation is also required – 164.316 
 


• Technical Controls is the most difficult to answer 630+ or more 
settings on every Windows machine  x’s the number of machines 


• Import or input UTM / IPS / Firewall Syslog data 
• Import or input SCAP Vulnerability Scanner data 
• Finalize and generate Compliance Reports 
• Utilize the ‘Gap’ and HIPAA reports to prioritize deployment of 


recommended remediation 
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How it Works – What we do 


1. Meet with practice managers to 
– Conduct site inspection 
– Examine existing (if any) HIPAA required documents 


 
2. Import or input SCAP Vulnerability Scanner data 
3. Finalize and generate Compliance Reports 
4. Submit reports and Executive Summary to 


Security Officer 
5. Utilize the ‘Gap’ and HIPAA reports to prioritize 


deployment of recommended remediations 
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Example of Executive 
Summary 
• June 5, 2016 


• Executive Summary 


• This xyz practice’s security risk assessment examined and addressed security risks, security incidents and systems used to create, 
maintain, receive or transmit Xyz practice’s patients confidential health related information. This assessment also reviewed Xyz practice’s 
administrative documents as they pertain to HIPAA regulations.  This risk assessment was a thorough assessment of the potential risks 
and vulnerabilities to the confidentiality, integrity, and availability of patient health records. The risk assessment, used allowable 
methodologies under NIST 800-30 rev 1. Due to the nature of health care and the importance of keeping patient health data confidential, 
there should be a very low risk tolerance. The consequences of not taking all available steps to protect health information are extremely 
costly, and this risk assessment identified deficiencies that threaten patient health data. This assessment was focused on health data that 
is contained in Xyz practice’s internal system, and does not include external collection and storage of data. The risk assessment uses the 
US Government’s security framework developed by the National Institute of Standards and Technology (NIST) for assessing the security 
of internal computer systems. Adversarial threats include risks from malicious insiders and malicious outsiders. Non-adversarial threats 
include environmental factors and human error. 


• The assessment engagement was conducted by Tom King, NetCenergy’s Security Advocate, and the findings are based on the 
information provided by xyz practice, which is assumed to be accurate. Therefore, potential vulnerabilities are that Xyz practice’s answers 
are not audited and that all information provided by xyz practice was assumed to be valid. 


• The risk assessment is valid for a maximum of one year. 


• As part of the engagement the following services were provided by NetCenergy: 
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Example of Executive 
Summary 
• On May 27, 2015 a discovery and consultation with Xyz practice’s designated Security Officer, Dr. xyz was conducted, which included an 


interview and complete physical review of the RI facility.  Only two vulnerabilities were noted and listed under Physical below. 


• A complete review of Xyz practice’s current policies and procedures relevant to data security were performed and it was noted that there 
were no HIPAA required policies and procedures. Those required policies and procedures are listed in Appendix H. Additional necessary 
HIPAA required documents were also non-existent and are listed under Administrative. 


• A comprehensive evaluation of Xyz practice’s technology environment was conducted and risks noted in the GAP Analysis Report were 
minimal and will be reviewed by Dr. xyz. See Technological. 


• The data gathered was combined and analyzed on the basis of HIPAA security requirements. The results identified deficiencies and 
vulnerabilities (see Appendix F, Risk Assessment Chart) using the ACR2 risk calculation methodology. 


• A GAP analysis report (see Appendix A, Gap Analysis Report) was created identifying priorities for resolution for HIPAA compliance.  


• A report, with findings and remedies will be presented to Dr. xyz. This report can be used as documentation that a HIPAA security risk 
assessment has been completed and to demonstrate that they are making the best possible effort to meet the regulations. Reports will 
appear in the attached appendices.  


• Physical 


• An inspection of the Xyz practice’s RI physical site revealed only two vulnerabilities. They are as follows: 


• A non-patient visitors log needs to be maintained at the receptionist counter with company represented, date of visit, and time in and time 
out noted. Also, an updated Patient Privacy Notice required by HIPAA should be available at the front desk for distribution to patients. 


• Administrative 
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List of HIPAA required 
documents 
Appendices 
• GAP Analysis Report (Report detailing deficiencies in priority order)  
• HIPAA Security Rule Compliance Report (Details deficiencies per HIPAA 


regulations) 
• HIPAA Audit Framework (Demonstrates the same structure auditors would use 


while conducting audit) 
• NIST Update Report (Details deficiencies and progress by NIST standards) 
• Safeguard Status Report (HIPAA and NIST safeguard status per Risk 


Assessment)  
• Risk Assessment Chart (Graph illustrates risk scores based on assessment) 
• HIPAA Status Report (Details status of deficiencies and progress by HIPAA 


regulations) 
• Required HIPAA Documents – Policies and Procedures, D-R Plan, employee 


access agreements, HIPAAA training documentation and copies of visitor log 
files. 
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Challenges 


• Physicians and staff are generally too busy to efficiently 
and effectively accomplish a security risk assessment to 
meet the compliance requirements 


• Physicians and staff usually find that constructing required 
HIPAA required documents is a very daunting task 


• Deficiencies must be noted and progress must be shown 
that there is a real effort to mitigate those deficiencies 


• Required HIPAA Security staff training must be conducted 
and documented for all staff (including temporary workers) 
and documentation must be maintained for 6 years. 
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Summary 


• To be in full compliance with HIPAA requirements an 
initial  SRA must be conducted with annual reviews. 


 
• “Compliance is not a destination, it is a journey.  The 


Initial SRA’s executive summary, report provides you 
with a roadmap for your journey.” 


 
• Help is available to get you started on your journey 
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Resources 


Donald Nokes, President (dnokes@netCenergy.com) 
 
 
Tom King, Security Consultant/Practice Manager  (tking@netcenergy.com) 
  
 
For more information regarding NetCenergy go to www.netcenergy.com 
  
 



mailto:dnokes@netCenergy.com

mailto:tking@netcenergy.com

http://www.netcenergy.com/
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